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General Document Information 

Info Description 

Document Security Audit of CompanyX Application 

Revision date 26 April 2017 

Responsible person Ales Teska 

Executive summary 

The actual document is a reaction to signed SOW from 2017-01-09. It describes the following three 
stages of security audit of CompanyX application: 

¡   Architectonic Design Security Evaluation 
¡   Source Code Evaluation 
¡   Penetration Testing Evaluation 
 
The first chapter is an appreciation of the CompanyX application design model. It is about the 
identification of weak points in architecture, implementation, and integration. The properly fit 
optimal design model is an essential step for the secure mobile application. It contains the 
evaluation of the CompanyX application processes as well. 

The second chapter is focused on source code testing/inspection (called white box testing). It 
contains recommendations for developers and best practices description from the security point 
of view. Ensuring security on the lowest possible level significantly strengthens the safety of the 
application. 

The third chapter is a description of the dynamic and static checks of the application from the 
OWASP perspective (called black box testing or gray box testing). It is focused on revealing the 
issues that could result in the security incident or security breach.  

Architectonic Design Security Evaluation 

CompanyX application has many flaws affect security in general. It starts with internal processes 
and ends with the Amazon safeness illusion. The biggest risk represents an availability of the 
CompanyX service followed by all other aspects. It is hard to write detailed conclusion, because 
many areas are affected. Actual architecture of the CompanyX application endangers the core 
business of the CompanyX company and should be fixed as soon as possible. 

Overall score of architectonic design describes the following summary table: 
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The overall architectonic design security rating: 44 % 

Processes 46 % 

Confidentiality 44 % 

Integrity 53 % 

Availability 34 % 

 

Overall security rating of the CompanyX application is 44 % with the weakest point at 34 %. 
It is quite low score. More detailed description of the findings is specified in below sections. 
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Architectonic Design Security Evaluation in Detail 

Info Description 

Revision date 2017-02-03 

 

Architectonic Design Security Evaluation describes used technologies, architecture and design 
model from a security perspective. It also contains some internal security processes related to 
CompanyX application operation. The application has two installations – Ireland (older) and 
Frankfurt. The audit focuses on the Frankfurt version because Ireland version is about to stop. 
Physical security is not considered.  

The most crucial components of security are known as CIA triad. It contains three major parts: 
confidentiality, integrity, and availability.  In some cases, availability is not considered as a part 
of security, because it is more related to user experience and operations. In fact, if some service is 
not available, security issues can occur. For example, if the Security Information and Event 
Management (SIEM) is not available, no security issues will be reported to the incident response 
team. Because of that, availability needs to be ensured. It has a place in the holistic security 
assessment. 

Tho following parts describe a detailed analysis of the CompanyX application from the CIA triad 
point of view. Additionally, CompanyX application related processes are described in the processes 
section.  
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Processes 

Processes describe internal procedures related to tested application from the security point of 
view. It contains an evaluation of the company security policy, surveillance, backup & restore 
operations and settings and vulnerability checks/penetration tests. It also described used 
components and its versions. 

Security Policy 

CompanyX security policy contains three documents: 

¡   xxxdat 
¡   CompanyX access policy (v.1.2) 
¡   CompanyX security policy (v1.0) 

 
“xxxdat” document is very well written and contains detailed information about the cryptography 
from the customer point of view. 

“CompanyX access policy (v.1.2)” contains a contradiction about PHPMyAdmin access to the 
database. 3a part describes no access via PHPMyAdmin and the part 8 tells that “Access to web 
based DB administration (PHPMyAdmin) is restricted to only a limited set of IP addresses.”\ 

“CompanyX security policy (v1.0)” has a questionable point: “9. No export of production data 
outside of the production environment. The only exception to this is application testing on our 
accounts.”. From our point of view, it is not right to use production data anywhere. All data should 
be anonymized/pseudonymized or clean up from personal data. It is important from the security 
point of view (increased risk of customer data leak) and because of requirements of newly 
incoming EU regulation: General Data Protection Regulation (GDPR). 

The problematic part is that CompanyX has no technology to enforce the policy and to check it. 
Second issue represents the lack of the application release policy process description. The process 
of new application version release is known and used by all developers, but it is not written 
somewhere.  

Security policy should target the biggest security weaknesses to mitigate or decrease the risk. It should be easily 
readable and understandable (which is). It should be enforced and check if all requirements are met.  

Used Components 

CompanyX backends are using Ubuntu 14.04 LTS which is acceptable till the end of the first quarter 
of the year 2018. 

As a web server, Nginx 1.11.5 is used (released 11 Oct 2016). New versions of the software exist 
and contain lots of bugfixes. From the security point of view, it is not necessary to update it. 

Regarding XxxDB there are many security issues with CVSS score 10(!) 

¡   https://www.cvedetails.com/cve/CVE-2016-0705/  
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¡   https://www.cvedetails.com/cve/CVE-2016-0639/  
¡   https://www.cvedetails.com/cve/CVE-2016-6662/ 
Deeper analysis is required because not every MySQL 5.6 versions are affected  by all 
vulnerabilities. Thanks to the closed port of MySQL database from the public Internet, it is the 
situation acceptable, but not recommended.  

Surveillance 

Every application has its critical parts regarding security and operation. All such components 
should be identified and continuously monitored with some alert messaging system in place.  

CompanyX uses Nagios for the server monitoring and no log management software. There is no 
process defined regarding critical components logs check. The same applies to server monitoring 
(telemetry). All checks are performed occasionally without duty defined or when any suspicious 
that something is wrong. The ability to reveal possible attack is limited. Some anomaly in data 
transfers cannot be detected because no network activity monitor is used. 

All logs from critical components like the front end, application servers, databases, and operating systems should 
be aggregated in log management for easy access and investigation. Environmental logs (from the cloud provider) 
and telemetry data should be also imported or somehow available. Historical data helps to predict future problems 
prior its occurrence. There should be a process defined regarding regular log checks. The alerting system should be 
configured, and responsible person should be set.  

Backup & Restore 

CompanyX backups are done on database level which means that the database is exported in a 
regular way on the local filesystem (without encryption). Daily (5x), weekly (5x), monthly (5x) 
backups are created. At any point, 15 full backups exist. Amazon snapshots of the environment are 
also used, but without close description about the periodicity. No offsite backups are performed. 
In the past, there was one recovery check which restored only 35 % of one given customer’s data. 
No regular recovery check is planned.  

From the initial meeting, we have information, that only database is backed up, and in a case of 
lost virtual machine, it will take approximately a week to fully operational service. It can negatively 
affect CompanyX company brand. 

Backup process should be described in the backup plan document. Backup should contain all data of the 
environment (e.g. databases, settings, operating system and its configuration, etc.).  Backups should be placed on 
several  

Security assessments 

Before every application release, assess of security implications of such update is done. 
Vulnerability test or penetration tests were not done. 
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Processes rating calculation 

Processes evaluation Pass 

Complexity of the security policy and its applicability 80 % 
Components and its update process 80 % 
Surveillance over the operational & security events 20 % 
Backup & restore processes 40 % 
Security assessment is often done or on regular basis 10 % 

Overall processes rating: 46 % 
For better granularity, subjective evaluation is used to evaluate the parts of the checks. 

Chapter Conclusion 

Processes associated with the CompanyX application are not well set. The biggest found mistakes 
are the absence of security audits done in a regular way. The security audit can prevent from the 
configuration and from architecture misconfigurations leading to a potential security breach. In 
combination with the lack of surveillance over security related events and operational, it represents 
a significant risk to the safety of the CompanyX service. The risk is even higher due to limited and 
incomplete data backup that contains the only database with customer data without any server 
configuration (private key of the server etc.). The absence of restore checks and location of the 
backups which does not contain any offline backup make the situation even worse. Overall 
process rating is 48 % due to issues with backup, surveillance and security audit absence. 
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Confidentiality 

Confidentiality is equivalent to privacy. It ensures that all sensitive information is available only 
for authorized users. It contains everything regarding authorization, authentication, encryption, 
passwords handling, fixation of a user session, etc.  

Authentication 

Authentication process consists of several steps. Each step uses a different key, and all keys are 
related to the company. Modern cipher suites and salting are used. More information and 
protentional security issues will be revealed during penetration testing of the application.  

Two-factor authentication is not implemented. 

CompanyX application contains sensitive information. Two-factor authentication helps with build confidence of the 
user. Implement two-factor authentication is strongly recommended. 

Authorization 

Every request contains session identification which is uniquely bound to the user and its identity. 
For access documents, decrypting of the document key is necessary. The decryption is done by 
user key which is not available to any other user.  

User Session Handling 

CompanyX application contains persistent session identifier for the user session lifetime. Using of  
static user sessions is not recommended because it helps attackers to steal user session. During 
the initial meeting, we gathered information that the session is protected by IP check, but it is not 
truth. 

For better protection from identity steal, the advanced mechanism should be utilized (XSRF tokens, 
etc.). The proper protection of all the cookies should be used and protection against XSS and other 
client-side attacks. User sessions should not be transferred between users that are using mobile 
application and users that are using a web browser. 

HTTP protocol cannot maintain state. To be clear to the server side that the client is authorized, the session is used. 
The session is created after successful authentication of the user, and it is destroyed after the user logs out. The 
session is represented by some access token stored in the memory or by session ID stored in the cookie. Access tokens 
are provided by the server, and it is sent to the client. All client requests must contain access token to pair the 
application request with the authenticated user. Stolen user session means an identity theft.  

Proper session handling is essential to keep the data private and confidential. 

Advanced Security Technologies 

Application backends of CompanyX application are stored in the Amazon cloud. It uses Amazon 
functions related to selected subscription level. CompanyX application uses the following Amazon 
functionalities: 
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¡   AWS Simple Email Service (SES) 
¡   AWS Simple Storage Service (S3) 
¡   AWS Web Services (EC2) 
 
No advanced security protection available via Amazon services are used (e.g. AWS Key 
Management Service, AWS Shield, AWS WAF - Web Application Firewall, etc.) 
 
Web application firewall, IDS/IPS protection with a combination of log management and Security Information and 
Event Management (SIEM) can strongly help with protection against any cyber attack. It can also reveal attack 
attempts and protect the CompanyX Application from unauthorized access or from manipulation of the application 
data. The right settings give application operators deep insight over security related processes. It can also decrease 
the failures in detection and the effort needed to maintain the environment. 

Confidentiality rating calculation 

Confidentiality requirements Pass 

Passwords handling is done in a secure way 100 % 
2-factor authentication is used 0 % 
All user requests are authorized 100 % 
User session is protected from stealing 20 % 
Advanced security technologies are implemented (SIEM, IPS, FW) 0 % 

Overall confidentiality rating: 44 % 
For better granularity, subjective evaluation is used to evaluate the parts of the checks. 

Chapter Conclusion 

Overall confidentiality rating is 44 % due to an absence of the 2nd-factor authentication, and 
incomplete client-side protection regarding session and XSS (missing headers). Deeper detail will 
be presented during the final penetration test.  

Missing advanced security mechanisms and appliances result in very limited insight into the 
security related activity with only limited space for reaction. Visibility is critical. It is the first step 
from mitigation the attack. Without visibility, the server could be under attack for years without 
any notice that something is wrong.  
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Integrity 

Integrity means the consistency, accuracy, and trustworthiness of data during its entire lifecycle. 
Data must not be changed in transit or altered by unauthorized people even in a case of a 
confidentiality breach. Integrity contains features like file permissions, user access controls, and 
data version control/maintenance. 

We distinguish data in use which is data that are processed by the mobile application logic, data in 
motion which are data that are on the way between a client and the central cloud infrastructure, 
and finally the data at rest which are data stored on the server side (for example in some database). 

Data in Use 

CompanyX application (the mobile part) is not in the scope of the security audit. In general, it is 
possible to tell that every actual mobile operating system use is sandboxing. Locally stored data is 
available only for the application, not other applications. Regardless sandboxing, no sensitive 
information should be stored in the local storage. In a case of rooted or jailbroken device, all data 
is accessible which represents a significant risk. 

Data in Motion  

HTTPS is used to ensure confidentiality of the transferred data. Staging environment uses HTTPS 
connection with a self-signed certificate (which is risky especially when the staging environment 
uses a copy of the production database, more info I described in the next section).  

HTTPS channel is well configured, but the security of the channel demands on the both 
communication sides. The process of the client TLS handling should be inspected because it affects 
the data-in-motion security. 

 
Quick verification of the CompanyX server regarding TLS setting. 

Verifying server side of the communication is common in HTTPS implementations (and usually, the implementations 
contain lots of flaws and misconfigurations leads to complete security breach). HTTPS offers more accurate 
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verification called mutual authentication. It contains not only verification of the server side, but also verification of 
the client side. It significantly strengthens the security of the communication between clients and the server. Mutual 
authentication prevents any type of Man in The Middle attacks. 

Data at Rest 

Data at rest are represented by every data stored on the virtual/physical machine. It is a 
configuration of the operating system, the configuration of all other applications, databases, 
application logs and so on.  

Access to all mentioned data is granted for all administrators of the virtualized machine and, 
theoretically, some of Amazon employees. CompanyX uses production and staging environment. 
Staging environment uses an occasional copy of the production database (without 
anonymization/pseudonymization procedure). The staging server configuration is different (it is 
not a clone of the production). Access to a production environment is limited to a couple of people, 
but access to staging environment is a little bit more open. The staging environment is powered 
off for most of the time. It is used only when a new release of the application is about to deploy. 

Access to all CompanyX servers uses SSH keys. SSH access is enabled from everywhere. No rule in 
the security policy regarding SSH keys protection exists. Encryption of the hard drive affects the 
availability of the keys, but the protection is not enabled on every computer that uses the access. 
No responsibility for removing the old SSH keys from the access or private keys renewal of the 
authorized user is defined. There is no established process to control failed logging-in attempts. 

On the local filesystem are also another sensitive data deserves protection: database export (not 
password protected) and the private key of the web certificate. Offline backup of both should exist, 
and the local rights should be limited to root or service account only (it means without an access 
of the server operators or developers). 

Cloud-based services are very favorite nowadays. It offers perfect price performance ratio. The trust between the 
cloud provider and the owner of the hosted services are crucial. The cloud provider has access to all data stored on 
hard drive, and memory snapshots (which contain all services data, operating system data, passwords and other 
important, and usually critical business information). If it is available, it is strongly recommended to secure the 
access to the data from the cloud operators’ side by local drive encryption and by using AWS Key Management 
Service. AWS Key Management can also be used as a trusted storage for private part of used keys.  

When the process of the production copy is used, all sensitive data should be anonymized/pseudonymized or cleaned 
up. It is one of the requirements set by EU General Data Protection Regulation. Staging/Dev environments are usually 
less protected than production, which exposes clint’s data in risk. Access to the server should meet the least privilege 
rule (respected user has access only to data that is necessary), so for example, access to the database should be 
limited only to database operators, not the server operators, etc. Every access to the server should be logged and 
inspected on a regular basis. Access to the SSH port should be limited from only defined source IP addresses (e.g. 
CompanyX VPN). 

Audit Trail 

CompanyX application makes a log for errors and warnings. Logon events are stored in the 
database. Successful activity is not logged. 
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An audit trail is a powerful tool to provide visibility. It enables application tracking in a case of any application failure 
occurs. It helps with security breach investigation and in plenty of other cases. It is the one of the key non-functional 
functionality that should be implemented. Audit log should contain not only errors but also every access to data 
objects inside the application. It is because it helps with the future investigation in a case of data theft etc.  

Data Versioning 

Data versioning regarding updates is stored in the Git repository and Bitbucket. It maintains 
versioning of the source code. Changes done to server configuration are not backed up or 
versioned. The only versions that are kept via time-to-time snapshots of the environment, which 
has limited capability. Snapshots can affect the consistency of databases or logs.  

Virtual machine backups are important in a case of some failure occurs. It helps to reduce recovery time objective 
(RTO). Backups are usually done by using snapshots feature. Snapshots do not affect the accessibility of the running 
service. Snapshots must be supported by running services (e.g. databases). Most of the running services need to 
know about the situation that the snapshot will be performed. Informing about the snapshot activity is virtual 
machine access from the Amazon side. Amazon strictly follows the policy of stay away from virtual machines, so in 
a case that the application needs a notification about the snapshot creation, snapshotted data can be corrupted. 

Integrity rating calculation 

Integrity requirements Pass 

Protection of the data stored on the mobile device (data in use) Out of scope 

Protection of the data between application and backend server (data in motion) 80 % 
Protection of the data stored in cloud (data at rest) 20 % 
Audit trail 70 % 
File/Data access control/data versioning 40 % 

Overall integrity rating: 53 % 
For better granularity, subjective evaluation is used to evaluate the parts of the checks. 

Chapter Conclusion 

Data at rest is the biggest problem from the integrity point of view. Encryption of such data does 
not exist and lots of people have access to critical data. On the top of that, customer’s data can lay 
on every developer computer without anonymization. The process of database clone to staging 
environment miss the anonymization/pseudonymization. Data protection between data transition 
from server to client is ensured by HTTPS, but the strength of the HTTPS depends on the client 
configuration which is not in the scope of actual audit. HTTPS is not the ultimate protection against 
Man in The Middle and related attacks. HTTPS only offers partial protection of the communication 
channel between a client and the Application backends servers. No backups are performed from 
the Amazon side. Responsibility related to backups and file versioning is up to CompanyX with all 
consequences. Integrity aspect is covered from 53 %. 

  



 

 TeskaLabs Ltd 
London, United Kingdom 

www.teskalabs.com 
info@teskalabs.com 

16/39 

 

Availability 

Availability deals with any bottlenecks, low bandwidth availability, redundancy, failover, etc. It 
deals with everything that affects the availability of the provided service. Availability is highly 
related to infrastructure design. 

High Availability and Load Balancing 

The whole CompanyX application infrastructure is deployed in the Amazon cloud. It uses AWS S3 
for storage and AWS EC2 for virtualized platform. CompanyX application backend runs on a single 
instance with application and database in the same virtualized server. No high availability or load 
balancing feature is set. No location redundancy is configured. 

Business critical applications should meet requirements on availability and redundancy. The whole environment of 
the application should be without any bottleneck or single point of failure. Amazon offers SLA equal to 99,95 %. Fines 
related to SLA are from 10 to 30 % of monthly fee paid by CompanyX. Such fine is quite low and represent no 
protection for CompanyX.  Existing of a single point of failure on a CompanyX side could result in a higher probability 
of service failure and absence of the ability to replace all parts of the architecture without service interruption. 

Bandwidth 

Amazon infrastructure offers up to 10Gb/s of Internet bandwidth which is enough for the 
CompanyX purposes with a huge reserve. 

The bandwidth availability for the CompanyX application backend services is tightly related to 
Amazon subscription level. The proper selection of needed bandwidth depended on CompanyX 
application functionality and expected the amount of data traffic (with a reserve for peaks). 

Lack of enough bandwidth availability results in slow application responses which may negatively affect the user 
experience. In a case of Amazon, in a case of a bandwidth issue, it can be solved quickly. 

Hardware Sizing 

All servers are virtualized in Amazon cloud platform, so scale-up/scale-out is easy to perform with 
immediate positive impact. On the top of that, Amazon offers Amazon Auto Scale which can 
increase/decrease performance or start/stop other virtual machines based on defined triggers. 
Afterward, the scaling is done automatically. Hardware performance is not a limitation on Amazon 
infrastructure. 

Hardware auto-scaling is not used. Performance increase must be done manually (but it can be 
fast). It creates demand for proper application backend server monitoring for early information 
about the need for the increase performance need. 

Actual demand on performance is not measured. In the past, there were problems regarding 
available space.  

Lack of enough application backend performance or database performance results in slow responses which may 
negatively affect the user experience. 
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Availability rating calculation 

Availability requirements Pass 

Architecture is highly available 0 % 
Traffic load balancing is in place 0 % 
Public network access enough bandwidth available 90 % 
Proper application backend sizing from performance point of view 80 % 
Architecture has no single point of failure (SPoF) 0 % 

Overall availability rating: 34 % 
For better granularity, subjective evaluation is used to evaluate the parts of the checks. 

Chapter Conclusion 

Whole infrastructure availability depends heavily on Amazon but no advanced Amazon services 
are set and paid from CompanyX side. Without additional configuration done from the CompanyX 
side, Amazon offers only basic protection. Scale up and enough network bandwidth are the only 
parts that are solved by Amazon. Scale out cannot be used because all CompanyX components run 
on the single server. Thus, there is major single point of failure, no load balancing feature or high 
availability capability. Overall Availability Rating is 34 %. Availability is the riskiest part of the 
CompanyX architecture. 
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Implementation Evaluation 

This chapter is an evaluation of CompanyX web application security based on a deep code review. 

CompanyX Web Application 

Language PHP, Javascript 

Used Frameworks xxxphp 

xxx 

Lines of custom PHP 
code 

80146 

Lines of custom 
Javascript code 

5489 

Lines of custom 
template code 

30060 

Code readability 
evaluation 

The PHP backend application is well enough organized. Some 
methods tend to be too long and harder to read (e. g. Xxx->add() or 
Xxx->xxx()), however the cyclomatic complexity is within the 
acceptable range and thus the code is considered stable. 

There are inconsistencies in how the code is commented. 
Throughout the code inspection one can observe english AND czech 
comments. 

Methods within one class are inconsistently documented. 
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Input Validation 

Input validation is used for early detection of unauthorized or specially-crafted input. Even if it is 
not the first approach that should be considered regarding SQL Injection, XSS, and other 
application-like attacks, it is one of the powerful ways how to protect the application logic, preserve 
the correctness of application functionality and keep the application data secure. 

Requirement Description State 

Conduct all data validation 
on a trusted system (the 
server) 

Data is sanitized and tested for data type by XxxPHP ORM 
find or save methods. 

However length, format or range doesn’t get validated. 
Sanitization also doesn’t apply to custom built queries. 

E. g.: Xxx::xxx() - none of the fields gets validated! 

 

Never build SQL 
statements directly from 
user input 

E. g.: Xxx::autocomplete(): request->query[‘term’] goes 
directly to the query builder; 
Xxx::registerCompany calls 
CompanyComponent::registerCompany() that builds 
custom query with possibly invalid values. 

Note: Extent of this finding will be further investigated 
during penetration test phase of the audit 

 

Validation processes take 
place in centralized 
routines. 

XxxPHP ORM $validate is the place to describe data 
validation. It is not used in most cases though  

 

Note: Please ensure only trusted personnel has access to the XxxPHP Console. There is no 
authentication mechanism implemented and queries are built manually which makes the database 
prone to injection attacks. 

Recommendations: 

•   Strengthen validation rules via $validate variable in all model classes 

•   “Whitelist” characters that you want to be storing to DB. Accept only unicode letters, 
accents, hyphens, single quotes, plus [A-Za-z 0-9] 

Requirement Description State 

All password fields are of 
type=’password’ 

Passwords must not occur on the screen. 
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Credentials input fields 
have attribute 
autocomplete=’off’ 

Autocomplete of credentials must be turned off so that an 
unauthorized person can’t learn usernames.  

Immune to XSS attack. All variable content is escaped with htmlspecialchars  

Output Encoding 

 
Requirement Description State 

SQL  queries  are  
sanitized. 

XxxPHP  only  sanitizes  data  given  to  find  and  save  methods.  
There  are  custom  queries  built  without  data  being  sanitized  in  
the  code. 

 

Data  for  SQL  is  
UTF-8  encoded. 

This  configuration  should  be  in  ./  /foo/bar  /xxx/yyy 
It  now  resides  in  /foo/bar  /xxx/yyy 

 

 

Note: Do not forget to copy /foo/bar /xxx/yyy to /foo/bar /xxx/yyy in all deployments. 

Authentication 

Authentication and related password management are essential to protect user identity. There are 
many possible mistakes which give a clue to a potential attacker. As an example, we can mention 
open API, enabled user enumeration or no limit for user attempts. In a case of missing two-factor 
authentication, limit number of login attempts is even more important. 

 

Requirement Description State 

Authentication is required for all 
pages and resources, except those 
intended to be public. 

PHPxxx’s $publicActions works as a whitelist of 
publicly accessible pages 

 

Implementation of the 
authentication process is 
centralized. 

 

 

Failure of authentication is 
handled securely; response must 
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not indicate the exact cause of 
failure to a potential attacker. 

The Strong cryptographic function 
is used to hash the password. 

Password hasher is set to ‘blowfish’ 
 

The password should be salted 
before hashing. 

PHPxxx’s Security component uses PHP’s crypt 
function to generate a blowfish hash.   

Password strength is ensured. Minimal password length is configurable. It must 
contain at least three of these: uppercase letter, 
lowercase letter, number, special char 

 

Limit wrong password attempts.  
 

Notify user when the password is 
changed.  

 
 

 

Note: Make sure you transfer user credentials over HTTPS using a trusted certificate and secure 
TLS/SSL ciphers. 

Recommendations: 

•   Password to be at least 10 characters long with at least one uppercase, one lowercase, a 
number (and a special character) 

•   Switch to user-specific password salting 

•   Implement wrong password attempts limit. After this limit is exceeded, login for the given 
username should be temporarily disabled. Implement this for not existing users as well 
so that a potential attacker can’t tell whether user exists or not 

Session Management 

 

Requirement Description State 

Use framework’s session management controls  
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Set the domain and path for cookies containing 
authenticated session ID. 

 
 

Set the session lifetime as low as possible. Lifetime set to 20 minutes 
 

Set cookies with the HttpOnly attribute. Enabled in production mode 
 

Set the secure attribute for cookies. Enabled in production mode 
 

 

Note: It is important not to use stateless session cookies. Further investigation will be done in the 
penetration testing phase. 

Recommendation: 

•   Put your domain into the site configuration and set it to Cookie->domain attribute in 
production mode as you do with httponly and secure attributes 

•   Don’t forget to set ‘Cookie.secure’ option to true 

Error Handling and Logging 

The user activity and error log is a part of the Audit Trail. Generic messages are used to inform a 
user about errors which is right, and no information for potential attackers is provided. 

 

Requirement Description State 

Do not disclose sensitive 
information in error 
responses 

 

 

Implement generic error 
message in the server 
response 

 

 

Utilize a master routine 
for logging operations. 

 
 

Log input validation 
failures 

model->save() method is not always tested for a success 
and failures are not always logged  
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Log authentication 
failures 

 
 

Log attempts to connect 
with the invalid or 
expired session. 

Unfortunately, XxxPHP’s AuthComponent doesn’t provide 
a convenient way to achieve this 

 

 

 

Recommendations: 

•   Review code for model->save() usage, check for validationErrors property of the model 
and log errors 

•   Use custom AuthComponent that inherits from the XxxPHP’s AuthComponent and 
overrides method user($key = null) to check for invalid session login attempt 

Application logic findings 

 

Finding Severity 

A zero-day vulnerability found in PHP or application dependencies may lead to 
immediate leak of users’ IMAP and SMTP passwords 

High 

 

Finding Severity 

An authenticated user can download any invoice regardless on access rights. 

User is authorized when accessing xxx endpoint. This endpoint generates a redirect 
to doXxx endpoint where authorization process is not performed. A user can access 
the doXxx endpoint directly and avoid authorization. 

xxx doesn’t do user authorization at all. 

High 

 

Finding Severity 
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Following code allows removal of any existing file on the filesystem your web server 
has access to. The $fileName is a direct user input and it is not validated. Attacker can 
pass something like ‘../../../usr/bin/*’  

Controllers/Xxx.php: 

Code example removed.  
 

Model/Document.php: 

Code example removed.  
 

High 

 

 

 

Finding Severity 

AppController::afterFilter()  

Code example removed.  
Possible header injection via params['_Token']['key'] and X-SC-TOKEN. 

X-SC-TOKEN seems to be unused completely. 

Possible Cross Site Request Forgery (CSRF) attack. 

Medium 

 

Finding Severity 

Legitimate application DoS targets: 

/foo/bar  /xxx/yyy 
 

e. g.: getThumbnail endpoint waits one minute until a thumbnail is generated. If a 
thumbnail of non-existing file is requested the thread is blocked for the whole minute 
which opens space for effective application DoS. 

Xxx::getThumbnail() 

Code example removed.  
 

High 
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Special Chapter: Storing SMTP and IMAP credentials in DB 

 

Finding Level 

A zero-day vulnerability found in PHP or application dependencies may lead to 
immediate leak of users’ IMAP and SMTP passwords High 

“Remember me” functionality uses cookies as a storage for the key that is used to 
decrypt IMAP and SMTP password. High 

 

SMTP and IMAP Password Key 

This key is used to encrypt and decrypt SMTP and IMAP password. This is how it’s generated and 
stored: 

•   Xxx::login() calls _afterLoginStuff() after a successful login attempt 

•   Xxx::_afterLoginStuff() stores smtp and imap password key into the current session 
object. If a “remember me” option is ticked the password key is also put in the cookie 

•   Xxx::_getSmtpPasswordKey() and Xxx::_afterLoginStuff() generate smtp and imap 
password key: ripemd160 and sha256 hashes of a salted password (with the salt from the 
config) 

Storing and Using the SMTP and IMAP password 

This password is encrypted and stored so that user can send email via CompanyX application. This 
is how it’s stored: 

Note: _updateEmailPassword should use the user model to encrypt/decrypt smtp password: 
User::encryptSmtpPassword() and User::decryptSmtpPassword(). Same code is used in two 
different places which may result in confusion or future errors 

•   Xxx::changeSmtp() is a method that processes form submission for email configuration. 
It reads the password key from current session object and uses it to encrypt given smtp 
and imap password. After that the encrypted password is stored to the database. 

•   User::encryptSmtpPassword() and User::decryptSmtpPassword() encrypt and decrypt 
SMTP and IMAP passwords. 
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•   Xxx::changePassword() processes submission of the “change password” form. It calls 
Xxx::_setPassword() where Xxx::_updateSmtpPassword() and Xxx::_updateImapPassword() 
is called 

•   Xxx::_updateEmailPassword() called by _updateSmtpPassword(). It uses the old 
password to decrypt the old key to smtp and email passwords. This key is stored in the 
current session object. 
Afterwards the new password is used to generate a new key for encrypting imap and 
smtp password. This key is stored to the current session object and the newly encrypted 
smtp and imap passwords go to the database. 

•   User::getEmailConfig() is used by Xxx::sendMessage(), this is where password gets 
decrypted and used. 

Special Chapter: Encrypting files before storing 

Finding Severity 

The Session Key is stored in the cookie Low 

Recommendations: 

•   Associate session key with session ID and don’t disclose the session key 

Note: Attackers will probably be mostly interested in users’ accounts. 

This chapter is a summary of a code review that was focused on keys and encryption system used 
by the application to encrypt files. 
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Cryptography evaluation 

This chapter contains customer proprietary information and has been removed from sample 
report.  
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Penetration testing 

General Findings 

Issue Path and Description Severity 

There is no anti-virus / 
anti-malware check on 
uploaded files. 

 
High 

Password returned in 
later response 

/foo/bar  /xxx/yyy  

After an unsuccessful login attempt the password is 
returned by the server and rendered into the 
password field. 

This is never needed since user rewrites the 
password anyway. 

Medium 

Cacheable HTTPS 
response 

If sensitive information in application responses is 
stored in the local cache, then this may be retrieved 
by other users who have access to the same 
computer at a future time. 

The web server should return the following HTTP 
headers in all responses containing sensitive content: 

Cache-control: no-store 

Pragma: no-cache 

Medium 

Password field with 
autocomplete enabled 

/foo/bar  /xxx/yyy 
Low 

SSL cookie without 
secure flag set 

Some cookies are accessible via JavaScript and may 
be exploited by a malicious script. Although this 
doesn’t apply to the authorization cookies. 

Low 

Certificate pinning not 
implemented 

It is possible to perform man-in-the-middle attack by 
injecting a trusted CA certificate into a victim’s cert 
store. 

Low 

Strict transport security 
not enforced 

The application fails to prevent users from 
connecting to it over unencrypted connections. 

Low 

Cross-domain protection 
can be improved 

Consider using Content-Security-Policy to list trusted 
domains from where resources (js, images) can be 
downloaded 

Info 
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Multiple content types 
specified 

/foo/bar /xxx/yyy 

Returns these content types: 

Content-Type: application/pdf 
text/html; charset=utf-8 

Info 

Content type is not 
specified 

/foo/bar /xxx/yyy 
Info 

 

Privilege escalation 

Issue Vulnerable endpoint Risk 

Anyone can log in 
and download 
invoices and other 
data except 
encrypted 
documents without 
having to provide the 
password 

/foo/bar /xxx/yyy/ 

 

This url logs me in as a user ‘Admin’ and redirects inside 
the application. This admin user is granted access to the 
/foo/bar  /xxx/yyy page. 

appletLogin() doesn’t seem work! 

Critical 

A logged in user can 
download any 
invoice. As referenced 
in the implementation 
evaluation chapter 

/foo/bar  /xxx/yyy  

 
High 

Junior lawyer can 
edit and download 
any proforma invoice 

/foo/bar  /xxx/yyy  

*editing is possible with a valid csrf token. No security 
permission logic is applied. 

See Code Review -> Application logic findings 

High 

Billing invoices can 
be exported by 
junior. Even though 
invoices button 
doesn’t appear on 
junior’s screen 

/foo/bar  /xxx/yyy 

High 
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This endpoint allows 
download of result of 
any bulk action (via 
bulk file download) 

/foo/bar /xxx/yyy 

 

Reason: missing security privilege validation 
High 

Expenses edit and 
delete controller lack 
security permission 
checks. The line is 
commented out and 
not implemented 

code example remove 

 
Deep review: following line is commented: 
code example removed 

Medium 

Document can be 
(un)locked by 
anyone, even 
unauthenticated user. 

/foo/bar /xxx/yyy 

An attacker can use a script to lock all documents stored 
in CompanyX app and make them inaccessible for 
editing by the application users. 

appletLogin() doesn’t seem work! I could lock/unlock a 
document from an anonymous browser window while 
not being authenticated. 
The method automatically authenticates user ‘Admin’ 
even if no password or cookie is present. 

Medium 

More endpoints that 
lack security 
privilege validation 

/foo/bar /xxx/yyy 

Medium 

Information disclosure 

Description Vulnerable endpoint Risk 

Endpoint discloses file 
system information. 

/foo/bar/xxx/yyy 
Code example removed.  
 

Low 

Endpoints make it clear 
which document IDs exist. 
If an ID doesn’t exist the 
server should still return 403 
Forbidden. Having this 

/foo/bar /xxx/yyy 

User must be authenticated. Low 
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information makes attacks 
easier 

Conclusions 

The CompanyX application source code is difficult to maintain when it comes to security 
permissions validation logic. A piece of code like the following invites possible security issues in 
the application.: 

 
    Code example removed.  
 

 
Implement following code rather than comparing role strings: 

 
    Code example removed.  
 

It opens doors for mistakes in the implementation such as overlooked or forgotten access right 
control checks. We recommend introducing a consistent and unavoidable validation of the user 
access rights for every application endpoint. The desired state is that there is no endpoint-
specific code needed for an access right validation at all. 
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The summary of audit findings 

Missing log monitoring, analysis and incident response procedures 

The advanced cyber security attack requires a preparation and testing of the target system.  This 
preparation phase and an eventual attack is commonly captured in log files. 

If no regular log monitoring and analysis is performed, this information is lost and the attack will 
go unnoticed. 

Recommendation: Implement regular log analysis for all from critical components like the front 
end, application servers, databases, and operating systems. 

Recommendation: Use tools such as e.g., LogStash, ElasticSearch and Kibana. 

Recommendation: Implement alerting via pager, email or SMS and set alerts for system 
unavailability and overload. 

Man-in-the-Middle attack vulnerability 

We have been successful in performing a Man-in-the-middle attack by injecting crafted CA 
certificate into a victim browser. That is a common practice for an cyberattacker who wants to gain 
access to an encrypted communication such as HTTPS. 

Recommendation: Implement public key or certificate pinning to minimalize this attack vector. It is 
done by an extra HTTP header that contains a fingerprint of the certificate or a public key. 

More at: https://www.owasp.org/index.php/Certificate_and_Public_Key_Pinning 

SSH access to servers is not under control 

We found that the administration access over SSH to a production server is not managed properly 
from a security perspective. There is only little control over who is accessing the server and how 
access credentials are protected against misuse etc. The current state is vulnerable and not 
compliant with e.g., GDPR regulation.  

The administrative access to the server is very powerful tool and it can be used to bypass all other 
security protections.   

Recommendation:  Every SSH public key in `authorized_keys` files on production server(s) needs 
to be marked with a name of a person who poses the respective private key. 

Recommendation: SSH keys for a production system must be always personal, server specific and 
password protected, no shared SSH keys are allowed. 

Recommendation: Password authorized login to SSH service on the production server have to be 
disabled.  
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Recommendation: Check regularly (at least once per month) content of SSH `authorized_keys` file 
on production server(s). 

Recommendation: Restrict access to the SSH port on a production server to access only from 
trusted network locations such as VPN, company network or SSH jump box. 

Recommendation: Store SSH private keys on the hardware token. The hardware token adds one 
more factor to the security (“you must physically have a token to access production server”). See 
e.g.,  

Poor backup procedures 

Existing application backup procedures do not guarantee complete full system restoration. An 
disaster-scale incident can lead to unrecoverable loss of the data and therefore an ability to do a 
business. This situation can be exploited by an attacker. 

Recommendation: Implement complete filesystem backups. 

Recommendation: Ensure that backups are stored on at least two geographical locations. 

Recommendation: Ensure that backup files are encrypted. 

Recommendation: Perform recovery exercise regularly, once per 6 months. 

GDPR compliance will be needed 

The General Data Protection Regulation (GDPR) (Regulation EU 2016/679) is a regulation by which 
the European Parliament, the European Council and the European Commission intend to 
strengthen and unify data protection for all individuals within the European Union. The primary 
objectives of the GDPR are to give citizens and residents back control of their personal data and to 
simplify the regulatory environment for international business by unifying the regulation within 
the EU. The regulation was adopted on 27 April 2016. It applies from 25 May 2018 after a two-year 
transition period and, unlike a directive, it does not require any enabling legislation to be passed 
by national governments. It comes at the cost of a strict data protection compliance regime with 
severe penalties of up to 4% of worldwide turnover and the financial penalties for non-compliance. 

The application process a Personal Identifiable Information (PII) as defined in GDPR and therefore 
the application falls into a scope of GDPR. The organization therefore needs to become compliant 
with GDPR regulation. 

Recommendation: Nominate a DPO (data protection officer). 

Recommendation: Implement anonymizing export tool from a production database to strip 
sensitive personal information. 
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Improve an audit trail of the application 

An audit trail (also called audit log) is a security-relevant chronological record, set of records, and 
destination and source of records that provide documentary evidence of the sequence of activities 
that have affected at any time a specific operation, procedure, or event. It enables an examiner to 
analyze various situations of the application and therefore capture the eventual breaches and 
other attack, understand them and improve on the security of the application to stop them. 
Without a proper audit trail, the continuous improvement loop is incomplete and therefore non-
functional. 

Recommendation: Log all application transaction with enough information to link that to a user 
session. 

Recommendation: Log all security checks such as successful and failed log attempts, access from 
invalid and expired sessions etc. 

The application availability is not defined 

The application availability level is not clearly defined and therefore various kind of understanding 
of the level exist across the team. It will lead to conflicts in expectation and reality in terms of 
security and operational availability of the application. 

Recommendation: Clearly define an expected availability of the application in a written form. It has 
to contain an acceptable downtime in a year, maximum service recovery times and all eventual 
procedures and duties that are needed to deliver such a service level. It also has to be 
communicated to all team’s members and other involved people. 

Poor input data validation 

The application doesn’t provide a single and unified mechanism for input data validation and linked 
user access right enumeration.  

Recommendation: Introduce a unified and centralized mechanism for input data validation and 
use that at every application endpoint. 

Recommendation: Introduce a unified mechanism for an user access right enumeration. 

SQL statements are built directly from input data 

It makes an application vulnerable to SQL injections. It means that attacker can bypass security 
protection mechanisms and gain an unlimited access to a private data. Thanks to a CompanyX 
approach to an encryption to documents, the attacker will not be able to gain access to documents 
stored in the application using this attack. 

Recommendation: SQL statements have to be constructed using advanced techniques such as 
parameter templating and never by input data directly. 
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No limit on wrong password tries 

The attacker can utilize simple tools to guess user passwords (aka brute-force attacks, dictionary-
based attacks). It means that attacker can gain an access to user data without being detected by 
the application. The success rate of this attack is given by a user password complexity, which is 
well-known weakness of the password-protected application in general. 

Recommendation: Implement a limit on an invalid password login tries. 

Recommendation: Implement an alarm that will alert operators about the fact that someone is 
trying too many invalid passwords to get into a service. 

User is not notified when his/her password is changed 

If user account is hijacked for any reason, the correct user is not notified. Such a notification is a 
proven last-resort protection that significantly increase a rate of successful detection of the cyber 
breach. 

Recommendation: Implement an email-based notification to the user that his password has been 
changed that includes instructions what to do if received without any obvious reason (such as 
contacting application support team). 

Cookies are not set in the most secure way 

The configuration of HTTP cookies is not compliant with OWASP Web security recommendations 
and therefore it can be exploited by several attacks. 

Recommendation: Improve security of HTTP cookies used by the application 

Unencrypted master key is stored in frontend PHP process 

The most “precious” key called master key is stored in an unencrypted form in the frontend PHP 
process. Because CompanyX otherwise implement solid cryptography, this point is the weakest 
point of the whole chain. This fact can be exploited via zero-day vulnerabilities of PHP and therefore 
a current architecture cannot protect against such an attack. A possible attack vector is to inject 
code into PHP frontend, dump a memory of PHP process and look for master key. The same applies 
for user SMTP and IMAP passwords, which are very valuable information from an attacker 
perspective. 

Recommendation: Store an unencrypted master key in a process that has no direct contact with 
input data from the user and communicate via internal API. 

Possible removal of any existing file on the filesystem that web server has 
access to 

This is a security defect in the code, see details above. 
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Recommendation: Fix this defect by implementation of the proper input data validation. 

Application DDoS vulnerabilities 

The application doesn’t implement any rate limiting function and therefore it is vulnerable by DDoS 
application attacks. It means that an attacker can render CompanyX application unavailable to 
users at any time. 

Recommendation: Implement HTTP request rate limiting function based on source IP address. 

Recommendation: Conduct an exercise of DDoS attack response for a CompanyX operator’s team. 

“Remember me” function contains secret key 

“Remember me” functionality uses cookies as a storage for the key that is used to decrypt IMAP 
and SMTP password. That fact can be exploited by an attacker as a part of the advanced attack 
against the application. 

Recommendation: Refactor “Remember me” function to avoid using secret material even in 
encrypted form. The same effect can be delivered by an random-based identifier into a database 
table that contains encrypted secret keys. 

 

No antivirus/anti-malware check on uploaded documents 

The CompanyX application is a document management system which means it is used to store, 
share and exchange various digital documents. The application lacks any antivirus/antimalware 
mechanism that detects documents that contains viruses or malware. It is vulnerability that can 
lead to unintentional spread of the malicious code in the user’s organization or even it can be 
exploited by an attacker to infect the organization by malware. 

Recommendation: Implement antivirus/antimalware scan on document upload. I’m however not 
sure about if that’s doable on the server side due to a document encryption. 

Bypass of the login function to gain admin access 

During the penetration test, we detected critical vulnerability that allowed an unauthorized user to 
bypass the authorization completely and gain an admin access in a very simple way. This 
vulnerability has been reported to CompanyX team ASAP due to its criticality. 

Recommendation: Fix this vulnerability ASAP. 

Recommendation: Implement unified and centralized user access right evaluation. 
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Privilege escalation that allows to download any invoice 

We identified several endpoints (see chapter above) that allowed access to commercially significant 
data to users without required access rights. 

Recommendation: Fix identified endpoint quickly. 

Recommendation: Implement unified and centralized user access right evaluation. 

Phishing 

The application is designed in a way which is prone to a phishing attack. This class of attacks exploit 
the fact, that the application sends emails to users regularly. The attacker crafts the email that 
looks similarly to the ‘original’ email and send an email to users of CompanyX in a hope that 
someone will open the crafted email and click on the link. This link will bring the user to a page that 
visually looks like CompanyX login form. User will be fooled by the cognitive perception of the email 
and the page and he enters his credentials into an attacker form. From this moment, user 
credentials are compromised.  

Phishing attacks are very common and easy to prepare and execute. 

Recommendation: Implement two-factor authorization, at least for privileged users. It can be a 
SMS or hardware token authorization. 

Recommendation: Inform user about login from a new computer via email. It can be detected by 
cookies stored on ‘known’ computers. 

Admin password disclosure 

The current concept of admin password is not strong enough to defend against situations when 
such a password is disclosed via incident or deliberate action. CompanyX team cannot guarantee 
or prove who poses of admin credentials and the application is completely vulnerable to people 
who gain access to admin passwords. 

Recommendation: Implement email/SMS alarm for every admin login. The alarm must be delivered 
to the whole technical team of CompanyX including a CTO. 

Recommendation: Implement a hardware token based second factor authorization for admin login 
process. It means that only people with possession of a hardware token can successfully complete 
login process. 

Recovery key loss/disclosure 

The recovery key is now provided as an image during an onboarding process. That could easily 
lead to its loss or disclosure. 
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Recommendation: Consider providing such a key on the hardware token. That token can be stored 
in a secure place at the customer promise and represent non-duplicable prove of the right to 
access to the user data in the application. 
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TeskaLabs Company 

We, at TeskaLabs, believe that the digital world has to be safe. Today, as enterprises move toward 
mobile and Internet of Things (IoT), we help them build and operate mobile and IoT applications 
securely. 

TeskaLabs is an award-winning product company committing to creating the world's most 
comprehensive application security technology for mobile and IoT apps. We are a proud member 
of Microsoft BizSpark Plus, a strategic partner of O2 Czech Republic, and a Cisco Preferred Solution 
Partner.  

TeskaLabs operates from the headquarters in London, United Kingdom and an additional office in 
Prague, Czech Republic. 
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